DECLASSIFIED BY 60322 uc/lp/stp/f Is ’ 
ON 04-20-2009- . 


OTD) (FBI 











ALL IHFORHATIOH COHTADIED 
HEREIN IS UNCLASSIFIED. 

DATE 04-^2-2009 BY 60322 .uc/lp/stp/f is 

• 'b6 

•b7C 






FBI) 
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Se nt; Wednesday. Ju ly 13, 2005 3:59 PM 
To ! \ (QTD) (FBI) 

Subj^: RE: Latest hi-speed case.... 


SENSITIVE ^UT UNCLASSIFIED 
NON-RECORD 


thank^ 


O riginal Message--— 

From^ 

Se nt; Wednesday. July 
To j _ l (FBI): 

Subject: RE: Latest hl-speed ^se.... 


]OTD) (FBI) 

13. 200 5-2:31 PM 



■ b6 
b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

\ 


□ 

I called] I and left a message for him. • 


] 


-—-Original Message- 


From; | | (FBI) 

Se nt; Wednesday, Ju ly 13. 2005 9:10 AM 
To ! r OTDUFBI) 

Subject: RE: Latest hi-speed case.;.. 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


H 


The contact atl _ 


1 1 and he is tha 

fnr 1 

area. His number isj 


As 1 mentioned, thd 

_|hey are using is c 


Thanks again, and we'll be in touch. 


-—Original Message- 


b2 

b6 

b7C 

b7E 
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Fromj |(OTD) (FBI) 

Se ^; Tuesday. July 12. 2005 11:29 AM 

To { n 

Cc i f (0TD) {FBI); I 

Subject: RE; Latest hi-speed case.... 


(OTP) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks for the note. 


I will call vou. but I would suaoest that I talk with the n 



I will give you a cajl this afternoon to get the contact info for the'network manager, unless you respond 
sooner. 


Thanks again, 



— Or iginal Message — 

Frbm; l \ (m) 

Se nt: Friday. July 08 200S 3:04 PM 

To: |_ l( QTP) (FBI);| 

Subject: Latest hi-speed case.... 


(OTDXFBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


iy | ^ nd | ~\ 


Once again, I wanted to thank you guys for yoiir help or| | The 

equipment Is chugging along smoothly and, as I expected, the case people are SWAMPED with 
data. They asked for It 


As I mentioned, I have the ticket on 





SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCiIaSSIFIED 


SENSITIVE BUT UNCLASSIFIED 




From: 

Sent: 

To: 

Subject: 


1(FBI) 

Aiinustm, 2005 2:39 PM 
I tOTD) (FBI) 
Latest hi-speed case.... 


SENSITIVE BUT UNCLASSIFIED 
NON«RECORD 


a 


checked downstairs and we don't have 


again. 


nrjpinal Maeeana — -- 

From:| |(OTD) (FBI) 

Se nt: Wednesday. July 13. 2QQ 5 5:27 PM 
Tol ^(FBI) 

Cc^ pTD) (FBI) 

Subject: RE: Latest ht-speed case.... 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 





^ . Subject: RE: Latest hi-speed case.... 
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TEOH COHTAIHED 
HCLASSIFIED 


2009 BY 60322. uc/lp/stp/f Is 
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SENSITIVE BUT UNCLASSiFiED 
NON-RECORD 


Thanks for the note. 



I will give you a call this afternoon to get the contact info for the network manager, unless you respond 
sooner. - . ' 


Thanks again, 

CZl 



He 



Thanks again, 



SENSITIVE BUT UNCLASSIFIED 
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sensitive BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUt UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 



ALL INFORHATION COHTAIHED .■ 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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1 — 1 

That's great regarding thel 

1 1 will keeo vou aoDrised of the progress oh| 

Let 

me know of anything else we can do irt 

|in the interim. 


|_Xhanljs, 




SA| 

Technical Advisor 


O riginal Message — - - 

From j l (OTD) (FBI) 

Se nfa^mJav. Mav 09. 2Q Q5 8:45 AM 

To < I (FBI) 

Cc 


SubjertTR^ 


](OTD) (FBI)£ 
Jiatters 


](OTD) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORO 


b2 

b6 

b7C 

b7E 



If you have any questions, please feel free to contact me. 
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1 




SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 





SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



I'm swamped today, could you get me their contact info so that I could talk with them next week? 

a gs work' out. there is a chance I will be down again next week to work on the 
and would be available to do a site visit at the co. 


thanks, 
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—-Ori ginal Message — 

From :| |(FBI) 

Se nt! Friday. April 29 . 2005 10:47 AM 
To l inm^ rFRT) 

Subject] iMatters 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


H 


b2 

b6 


I'm available to get back with ! I with your assista nce. Would vou prefer to d o another b 7 c 

conference call? They left with me the question of how t d I now that the b7E 

legalities have been resolved. I'm out all next week at a class, but will be back on 5/9. 


Got th j [ yesterday: . .thanks. 


■Takeraro 


SA 

Technical Advisgr 


SENSITIVE BUT UNCLASSIFIED 

•• 

SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUt UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED ^ 
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•DECLASSIFIED BY 60322 uc/lp/stp/f Is- 
OH 04-02-2009 


OtD) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


](GTD)(FBI) 


Friday. October 28. 2005 5:10 PM 


ICTBT 






~tOTD) (FBI) 
JCTD) (FBI) 


b2 

b€ 

hlC 

b7E 


flag.gif (10 KB) 


RECOR 




•SeeRET/ZNOFORN 


I hflvft h«apn informed thatf 


b2 

b7A 



ssa\ 


'office) 




'ceO) 


'pager) 


b2 

b6 

b7C 


OCR I VCD FROM. ' Q»>rD l C l aee tfte a tien GuW e C p 3. d a ted < Z07. F epe i an C e un ieHH t e H l Q ewee t H M ee t la at l e ne 
D eCLASa iFie AT l OW EXE M PT I ON 1 . 

SeeRET/ZNOFORN ^ 






L 
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From: 

Sent: 

To: 

Cc: 



nagigif (10 KB) 



HEREIN IS UNCLASSIFIED EXCEPT 
IHERE SHOWN OTHERWISE 

I 

DATE; 07-13-2009 
CLASSIFIED BY 60322 UC LP/STP 



REASON: 1.4 (c) 

DECLASSIFY OH: 07-13-2034 - t)2 

: b7A 






DER I VE P FROM. 0»3 TD I Olass tf icat iow Ouid e GO. d a tee M/0?. T er e ian C e u nteFlfitetiig cnoc I nvoot iga t i ono 
D ECLASS tPi eA T I ON EXEMP T I O N I 
, SEGRET//NOFORN 


DERfVEP FRO M . Q-0 FB I O l ass i fiaat ion Ou ide OO, d a t e d 1 /97. T op eia n Omi ftt eri ntetti ao w oo I nvootkK i t i Ofio 
UfcLLASS I HCAT ie N CXC MPTtQ»M 
SECRET/ZNOFORN . ^ 


PCR I VIID F R O M; Q « 3 TP I C l ass i fica tion Gu ide G - 3. dtited 1 Z07. F efe^qn G o u nte H nte ti i q enee In v e ot ig at t e ws 

DECLAga tPI CA T I O N EXhWK II ON 1 

Se^RET/ZNOFQRN 
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All. 

The information provided by | has been forwarded to | | for review. Let me know if you have any questions or 

concerns. Thanks. . . 



(nformatlonSystems Administrator 
ELSUR Technofogy Management Unit (ETMU) 


Electronic Surveillance Technology Section (ESTS) 
Operational Te chnology Division (OTD) 

KOffice) 

(Pager) 

(Fax) 


b2 

b6 

b7A 

b7C 

b7E 




has in formed me they have abo ut I 1 1 am currentl y looking at ha vina[ 

I Mainly tg.Sm3port the next r iaaod. Eitfierway l 
information down to | [ any way we choose. | p eeds to send a ffiank you tc[_ 

assistance. 
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SSJi 


(office) 


(M : 


(ceS) 


(pager) 


— Or iginal Message — 

From! | k CON) 



’SeefteB/NOFORM 

RECORDI 


Qhe of the psiest wavs is to hav^eJ 

prom th el I to l l and/or I ~ 

the form al request process because it i s al l ease that wad 
I It should be as easy as askinql and thel 


ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Te chnology Division (OTD) 

[(Desk) 

kcell) 

k*=ax) 


listohavethemT 


l and team) to] 
Jhanks. 


I am not sure of_ 
Idue to^ 


b6 

b7C 

b7E 


—"Original Message-— 

From:| JOTD)'(FBI) 

Se nt; Monday, November 07, 200*; i:5l PM 


To:! 

Cc: 

(FBI); I 

Sutqect: RE: 


rcTp yFBnf 

|(FBI);| 


1 (coN^r 

J(CON) 


Sinn 


IfCONl 
ZpCCTD) 
Hpip) (FBI) 


^EGREW/NOFORN 

RECORDI 
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b2 

b7A 
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DECLASSIFIED BY 60322 ucyip/stp/f Is 
ON 04-20-2009 


(OTD) (FBI 















ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Te chrioloov Division (OTD) 

(Desk) 

(Cell) 

(Fax) 


b2 

b6 

b7C 


From: 


Or iginal Message — 


JOTD) (FBI) 


Se nt! Honaay, Novem’Eer 07, 2QQ5 1:51 PM 


Jo'A 

Ccf 


(FBI)J 


Subject: RE: 


(FBi){; 


(FBI); 


1(CON); 


(CON) 


(Eini 


1(CON) 


.^CTD) 
JCTD) (FBI) 


SECRET7/NQFORN 

RECORD| 


b2 

b7A 


'gnnkp with M. 


accomplish this. But | [ will no doubt have suggestions. 
Thanks, 


Ion 11/06 and askpri him to contact j at 

J I am not certain as to tne 


to arrange for the 
effective manner to 


■O riginal Message- 


From{ 


](FBI) 


Se nt: Moriday, Novem ber 07, 2005 12:54 PM 
To [ l-OTP) (FB I):f 

Cc: 




(FBI) 

Subject: 




cr p)(FBnr 


b2 

b6 

b7C 

b7E 


IfCON): 


J^) 


I fFBDf 


1(CON) 


^CTD). 
Jot) (FBI) 


geCRET /ZNOFORN 
RECORI 




b2 
• b7A 


Review oil IrED WOLF) reveals a 





Toninri!] ■■ 


1 

3 



... iHowever. thev do not have 


1 

b2 



b6 

FYI to alll leceivftri sincel 


1 b7C 

b/E 
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Thahksl 


b6 

b7C 


DERIVED F^KOM! G-3 hBI Ulas^i figat l On (jU l fla G-3. UaiBU 1 / 97 . P ure t u ii Cuui i lB itii l elli u e nL e 
tnyusliauttons 


"S ECRE ^y/NOFORN 


'DERI V ED F R O M ! G-3 F B I C lassIfI CJUu ii Qu I UB ' Q-S.daUid t / 9 T. -Forei m i Oount e rmt e H iaen e e Inv est ia ati ons 

DECLASSI FI CA Tie N EXE M PT I O N 1 

SECRET//NOFORN ■ ' 


DERIVED FROM! S-3 FBI CldHiilflCatlnH GUldU G-A. IliUBti 1/9T. FUWlUII CPUlUBrlntBlIIOBnCB Ihvestigatlons 

D E C LASS IPieATieN EXCMPT I OM 1 

SeCRET/ZNOFORN 


OCR I VCO FRO M : Q «9- FD I O i Jsaif i cjUou Qu id o Q>3. daled 1 /OT. Fo ib Iu ii Coui i l BiI nl ell iuenLy lii vB&Uujtiu ii & 

DEGLASe t nOAT I O N E XE M fif t O fti- 

SeCRET/ZNOFORN 
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Impoitance: High 















TeCecommunications Specialist 


( 'Secure 
'S^on-Secure 


(S) 


■Original Message- — 

From: l t m) 


t! Thursday. November 03. 2005 2:17 PM 

To:| ■ ■ 

Subject; RE j 


E-MAIL DTD 10/5/09 




ffECORd 




bl 

b2 

b6 

b7C 


bl 


^aCtecC me re price and I toCd Him I coutd not quote a price. WHo quoted 

tHis price I don't Hnoxv. 


STeCecommunicatwns Svec mfist 





^Secure Tax) 
''S^on-Secute Tax) 


Qripinal Message 

\ b ) Fivm: 


K™) 

Se nt; Thursday. November 03 . 2005 2:11 PM 
Toil 

Subject; FW j 


E-MAIL DTD 10/5/09 



b2 

b6 

b7C 


bl 

b6 

b7C 


You were hot in the copy count of this one. 








Thanks for the detailed response to my inquiry. We appreciate the fact that you have made this a priority, for 
your squ ad 

As we on | I see it from an operational standpoint - there are two issues when deciding how to proceed, 
that you also identified; . 


The cost involv' 
the ability of th 


ecLwith 

4 I t 



Checking witt i H we have found that the | [ could cost between 


r ' • [ maybe less ) After rev 

randorn nature of th el 
squads but worst case penari< 

We have approximately 

there was some way th ^ | c 

squad) would be sunnnrtme. of_ 
The bottom line Is 
ahead and ordering the Iv 

i was low. 

We would need the approval o 
potential cost. 


>viewina v Qur email, it appears we would need al 
h /V e also kno w that not al l charges arej 
rin would bd |oer month t oi 

Efinterest out Of th^ 
could look at tha .. 


/e could always cancel 


l oer month to. 

]to start with because of the 
^ on to the operational 

^the establishment. If 
(on the operational 

W ould support going bi 
if the benefits of the ■ b2 


]and SAC | ""[ before we committed the squad to this 


descnbes the problems th e 
Thanks again for the attention. 


Rmail fromi iwhich describ es the problems we have in trying toj 

I w ill send you another e mail exchange that 
iay have in trying to "select" ouj I 



-—Or dinal 

From; l 

Se nt: Tuesday 
Toil 


Subject: REH 


l (FBI) 

ember 01. 2005 9:15 PM 

kppi) I 

■ _ l(FBI)iZ^ 

1 (FBI) I 

- 

^E-MAIL DTD 10/5/05 


k™ 
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(S) 

(S) 
(S) 




thank you for the update. 


As th e SSA for the obefat4onai souad - Is th ere anything we can do or any pre 
eithei l We appreciate all the ..help frpni th 


we can put on 

[gqijaHc hi If nan uye 

consider any other me ^ns to get these earners to provide coverage as required by th j | 


I thiiik we recieved the 
over two months. 


but the carriers have been unable to provide the coverage ror 


Dver iwo momns. ■ ■ j 1 

I just want to make sure there-is nothing else ] [ or FBi ^can do to get this coverage up. 

thanks for any assistance- 

n 


ssaI I 




-Original Message- 

From: 


Sent:; Tu&cf 

To:L_ 

fFs n 

Cc:| 

(fb(3 ^ 

Subject: RE: 




~](FBI) 
rrOQS 8:27 AM 
JFBDJ 


(FBI); 


](FBI) 


(FBI); 


E-MAIL DTD 10/5/05 


bl 

b2 

b6 

b7C 

b7E 




RECORD 


bl 


The BeCow e-ma iC advised th at out of the 



provided us 

them. On 



or iginal 


could not provision 
•wa s advised that the remainmA 


cannot 6e provisioned By 


neither. 


[ind 


2f 


are ivorhing cCoseCy to. determine what 


nre in what\ \HopefulIy, this can Be resoCved soon. 


b2 

b6 

b7C 

b7E 


^^e do apo logize for any incon venience this causes But truly it’s 


Beyond oun 


process ofoBtaining these 


control You’d Be h^pt advised of the 


TeiecommunicatioTis Specialist 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


There ara pore on my lab desk, I ordered l/ou should be able to try it with tht 


that we have already. 


— Original 

From: 

Sent: 

To: 

Cc: . 
Subject: 



(OTO) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

b6 

b7C 

b7E 



SENSITIVE BUt UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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From: 

Sent; 

To: 

Cc: 

Subject: 


( 3 ) 


RECORQ 




CZ3 



1(OTb)(FBI) 


ALL IHFORHATIOH COHTAIMED DATE: 04-03-2009 

HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 60322 uc/lp/stp/f is 

REASON: 1.4 (c) 

DECLASSIFY ON: 04-03-2034 


WHERE SHQNN OTHERNISE 


(FBI) 


(3) 


Mnndav November 28, 2005 2:17 PM 



• IfQTD^ (F8 

1 1 

RE; 

lE-MAIL DTD t0/5/0( 




IlhJ 


(FBI) 


. bl 

Twould be fine. We don't have a date yet for the b 6 
will keep you informed. b7c 

b7E 


(S) 


-■-Uf , 

Froff j J(OTD) (FBI) 

Se nt: Tuesday. November 2 2. 2005 8:16 AM 


Original Message — - 


Cc 

Subject: RE:| 


5(0TO) (FBI)1 


E-MAIL DTD 


10/5/a5[ 


](FBI) 


(,S) 




will do what I can to get the system completed as rapidly as possible. 


Please keep me posted as to when you getl 


The first week of December Is a bad week 


4 


I 


s my team Is attending training that week. 


The second week of December is the j 
I am open after that. 

By the way, are these circuits coming from 


Iwhich I am scheduled to attend. 
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two' weeks ago, and he mentionedl 


fro 


cal! me, and he later called me back stating that he did not think I was the one to deal with.) 



las his POC with the bureau. I asked him to have 


Thanks, 


(S) 


O riginal Mes^qe-^-^ 

Froinr l(FBi) 

Se ritr Monday. Novem ber 7T72QQS 2:54 PM 
To l ~OTDj (FBn 

Subject; FW: | ^ -MAIL DTD 10/5/0 

Importance: High 


(S) 



RECOR 


(S) 


Iiust subm itted arT 
I 1 Sincd 


can each unit orily handl^ 


Ifortfiis [ 


]l didn't kno 


3 We expect to get these 


that are 
jv if yo u could build a 


1 1 


Ori 

From: 

iainai Message — ^ 


To:! 


I , i m - 

(FBI)|_ 


Subject: RE: 




llFBi)I 


E-MAIL DTD 


l(FBn£ 


) 10/5/0[ 


around the beginning o 



Is o we need a n 
Tfnrf , p r 


ICFBIOC 


J(FBI); 

]CFBI) 


mi 


bl 

b2 

b6 

b7C 

b7E 


(S) 



d[ 


Thanks for this info □ 

We ju st completed a three wav conference call betweeni 
ini t iate !" 

1 | to you. 

It has been confirmed that 0ies^ |are| Iwhich, per item #3 in your e-mail, will requiref 

will keep you informed of the progress of this effort. 


This will ultimately result in the delivery o 


fa 


b2 

b6 

b7C 

b7E 


it may be a good idea to advise the ca se squad that w e are in mot ion on this with both 

billing info you provided has been provided to | | to forward to | 


Case squad 















Tefecommunicdtions Sveci afist 


(Secure 
(S^on-Secure 
-—"Original Message 

From I ~1 (FBI) 

Se nt; Thursday, November 03, 2005 2:17 PM 

To | r- l(FBI) 

Subject: re] pMAIL DTD 10/5/0 




bl 

b2 

b6 

b7C 


ca^i me re price and I toQt fiim I couHf not quote a price. WHo 
quotecC tHis price I don 't know. 


(SI 



T’eCecommunications SpeciaCi st 


(Secure ^ax) 
Y?{on-Secure ^ax) 


-----OmiDaLMessaoe: 

From 


(FBI) 


Se nt: Ttiursdav. November 03 .~2005 2:11 PM 

To | 7 — ' 

Subject; FW j 


E-MAIL DTD 10/5/05 



45 


bl 

b2 

b6 

b7C 


0 







You were not in the copy count of this one. 


-Ori ginal 


(S) 


From:r 

it:T 


S ent: Thursday. November 03. j 


](FBI) 
005 7: 


Subject: Re[ 



52 AM 


, .(FBI) 

JE^AIL DTD iO/5/0: 


(FBI) 



bl 

b6 

b7C 


Thanks for the detailed response to my inquiry. We appreciate the fact that you have made this a 
priority fo r vour s quad 

As we on| |see it from an operational standpoint - there are two issues when deciding how to 
proceed mar you also identified: 


The cost involv 
The ability of th 



C hecking w it H I we have found that th j I couid cost betweerj 



lines. . 

We have approxirtiatelyj 

establishment If there was some way toe | ^ ould look at the[ 
we (on the operat ional squad) would be supportive of that. 

The bottom line i^] 


support going ahead and o rdering | we could always canceif 

benefits of the! jyvas to 

We would tne approval off 
potential cost. 


Iwould 




lif the 


]and SAC 


before we committed the squad to, this 


(S) O Plftasp. review thp pnr.ln.<smi Pmail frnml khinh Hpgnrihps th^ nmhipmg we have In trying tO 
monit q | will send you another email 

exchange tnat gescripes me propiems in q [ may nave in trying to "select" ourT " 

Thanks again for the attention. . 


ssaI 




-—O riginal Message- — 

From|_ 


](FBI) 


Sent: Tuesday, November 01, 2005 9:15 PM 




bl 

b2 

b6 

b7C 

b7E 














(FBp 



Subj^: RE:[ 





]i^LD 


10/5/05 


n™ 


1(FBI);[ 


bl 

b6 

b7C 


□3 


thank you for the update. 


As the SSA for the onerafional snuad . Is there an ything we can do or any pressure we can 
put on eithei |We appreciate all the help from th d I 


squads but ca^ 
required by th< 


iny othef me^ns to get these carriers to provide coverage as 


I. think we redevM the order ofi | [ aut the carriers have been unable to provide the 

coverage for over two months. __ , — . 

1 just want to make sure there is nodding else | j or FBlI pan do to get this coverage 

up. 

Thanks for any assistance- 


^ Thank| 


SSA 





-bl 

b2 

'b6 

b7C 

b7E 


— -O riginal Message — 

Froim^ 


Se nt: Tuesday. November 0 


(S) 




lEH 


J(FBI) 

, 200 5 8:27 AM 
(FBI)I 


t FBI) 

Subject: RE:[ 


](FBi){; 


3fbi)[ 

□(FBI)' 


E-MAIL OTt)iO/5/03 



7He 6e(bw e-maU advised that out of the 

originaC 


vrovided us. 

\could not provision 

of them. On 

1 was 

advised that the 

remaining cannot 6e provisioned by either. 


land] 


are wor^ng dbseCy to determine 






fia^ \are in wRat TCopefuCCy, tRis can Be resoCved 


ivi 

soon. 


We do apoCog ize for any inconveni ence tRis causes But truly 
it *s Beyond oui control ^ou 'll Be Rept 


advised of the process ofoBtaining tResa 


b2 

b6 

b7C 

b7E 


<S) 



CTelecommunications SpeciaGst 


(Secure ^clk) 
(Xon-Secure ^ax) 


-Qpj/i;w<»f 

From:| 
Seiit 

JCa 




}fbi) 




WpHnPcHav nr^nhA^ o 2005.1 :?TPM 

. IfFBnl 


ftiiaii 


Subject: RE: 


TTfbd 


(FBI); 


E-MAIL DTD 10/5/051 


(FBI) 


(S) 


RECOTO 


HELLO ALL. 


V bl 
b2 
b6 
b7C 
b7E 


iS) 


(S) 












From: 

Sent: 

To: 

Cc: 

Subject: 


ALL IHFOPHATIOlff COHTAINED 

HEKEES IS UHCLASSIFIED 

DATE 04-03-2009 BY '60322 uc^lp/scp/fij 


OTQHFBI) 


Wednesday April 


](CON) 


26,2.00611:18 AM 


RE: RedWoifT 


l(OTD) (FBI) 
(LA) (CON) 
[question 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Hf[ I I 

Thanks foi.theJnDut^ l'lLcheck to_see if I can mess with thd 
suggested! 


b2 

b6 

b7C 

•b7E 


1 


iOL achieve this 


}ias also 


that the case aoent has reque sted. VV ould 


— O — — 

you ra ther wair on on doing a solution iiKe tnat ana rust go td pown tne road, or do you have a bunch ofl 
I I that we could use for this? . 

^ Regard^ 


1 


ELSUR Technology Management Unit 


Electronic Surveillance 
Phone! 

Nextel 


echnology Section, OTD 


— Original Mesaae— - 

Fr<lm: 1 

Sent: 

Subject: ' RE: RedWol j [guenon 


]0TD)-(FBI) • 

Wgrfnp<Hav Anril 7fi. ?nnfi 4:05 AM 
](CON) 


SENSITIVE BUT UNCLASSIFIED 
NON^RECORD 


b2 

b6 

b7C 

b7E 


If the on ly difference is [ 

I Ithat are currently in use on you) [~ 


It may help if you were able tq 


call and I will attempt to walk you through the setup of th^ 
Thanks, 


if you have questions on how to do this please feel free to 


[ 


Ori ginal Message— 

From: I 

Sent: Anril ?■: ?npfi I0:2^m 

To: 


(CON) 


Cc 


imr 


2flp6 10:26 
J(CON)[ 


](CON)[ 


](OTD) CCON)[ 


_■ (FBI)! 

Subject: RedWolf l | ques5on 
Importance: High 


ifcoN^r 








}cON)[ 


(HD) 
;OTD) 


30 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Regards, 



P.S.O I’m going to be sending you back c | ~| fairly soon, as one of ours ha 



ELSUR Technology Management Unit 
Electr onic Surveillance T echnology Section, OTD 
Phone 
Nextel 



b2 

b6 

b7C 

b7E 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



31 






(OTP) (FBI) 


ALL IHFORHmOH CODTAINED 

HEFZIH IS UHCLASSIFHD 

DATE 04-03-2009 BY 60322 uc/lp/3tp/f is 


From: 

Sent: 

To: 

Cc: 

Subject: 


1 (CON) 

Wednesday. April 2 6. 2006 1 1:24 AM 
I'OTp ^ (FBI) 

■ 1 (CON) 

RE: RedWoll cuestion 


SENSITIVE BUt unclassified 
NON-RECORD 


I hanks. I'll investigate how we can resolve this issue. 
Regards. 


ELSUR Technology l(/lanagement Unit 
Electr qnic Surveillance T echnology Section, OTD 
Phone 
Nextel 



— Original MeaMe— - . 

Promt . 1 lotb) (FBI) 

Sene Wecfrtesdav. Aorir26. 2QQ6 8; 22 AM 

TOJ I tCON) 

Subject RE: RedWol( guenon - 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

b6 

b7C 

b7E 


I'd rather not go th 




Since another avenue exists to completq 
thanks, 


|route at this time, we simply dbn’t have the units or the time to construct them now. 

lets do that arid focus our efforts on th ^ [ sc 


— Ori ginal Message-- — 

From; I I fCON) 

Sent Wednesday. April 26. 2006 11:18 AM 


To; 

Cc: 


rOTD ^ (FBI) 
CON) 
luestion 


Cc: l( ( 

Subject' RE: RedWolf j f | 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


solution. 


Hi \~ 
Thanks 


- <s for t he input 
also suggested! 


ril check to see if I can mess with a^e^ 


Ifor achieve this.| |has 

ithq t the case agent has 


also suggesieoi ttna t the case agent has 

requested. Wo yfd vou rather wait off on doing a solution like that and just gn tn Jown the road, or dO you 

have a bunch oj that we could use for fliis? 

Regards . 
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ELSUR Technology Management Unit 
Electr onic Surveillance T echnology Section, OTD 
Phone 
Nextel: 


— Original Mess age — 

From: | 

Sent: 


]OTD)(FBlj 


To:[ 


Wednesday . April 26, 2006 4:05 AM 
] (CON) 


Subject: RE: RedWol p^ ^ uesQcyi 

SENSITIVE BUT UNCLASSIFIED 
NON^RECORD 


b2 

b6 

b7C 

b7E 


If th»-nnl\> riiffaranro |s 


l^hal are currently in use on you j f 


It may help if you were able to 


I If you have q i 

free to call and I will attempt to walk you through the setup of the f | 
Thanks, 


If you have questions on how to do this please feel 


^•Original Mess age — 

From; I 

Sent: 

To: 

Cc: 


J(CON) 


Subject* 

Importance; 


Tuesday. April 25, 2006 10:2^ 
TTDl(CON) 


3 


CON); 


^edWol£ 

High 


, I(CQM 

ItffTD) (FBI) I 


buestion 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


](CON)[ 


Irr-OMvr 




](OTD)(CON); 


](coFir 


](CON); 


Hello Gents, , P 

I ha ve a quick question for y ou all. We have been reques ted to|_ 


I at oursitesothatwecanT 


/ithout any maior issues. 


So right now I have al 


Any ideas or tips? I have a similar[ 


it works properly. The only maior differ ence is tha^ 
And yes, I have’ rebooted the j I 
Regards. 


Jut 
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SENSITIVE BUT UNCLASSIFIED 


^ . 

SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE ^UT UNCLASSIFIED - 


29 




SENSITIVE BUT UNCLASSIFIED 
NON.RECORD 






ELSUR Technology Management Unit 
Fiftrtrnnin Riin/ftiiiflnr.ift Technology Section, OtD 
Phone 
Nexte 


b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



/ 




AIL IHF0RMA7I0II COHTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
IiTHERE SKOUN OTBERUISE 


To: 

Subject: 

RECORD 212A 


c 


IfTTTS^^TfBirmKk 




DATE: 04-03-2009 

CLASSIFIED BY 60322 uc/ip/stp/fls 
'PEASOH; 1.4 (c). 



kOTDHFBI) 


DECLASSIFY ON: 04-03-2034 

From: 


l(FBl) 

■v. 


](OTD) (FBI) 


Guys, 


Here is the additional info from[ 


regarding 


believe they are hoping to get thd ^installed 


the week of l \ but I have not heard a definite date. Let me know if have any other questions. 

r — I 

— Original Mess^ 

From: 

Sent: 

S: fs) 

RECORCL212A 


1 


ICON) 

W>v1np<riax/. ]ultf iq. 16Qf. 7:10 PM 
1 




}fbi)£ 


(FBI) 


bl 
. b2 
b6 
b7C 
b7E 









From: 
Sent: 
To: ^ 

Subject: 


1(OTb) (FBI) 


ALL IHFOFHiTIOH COHTAIKED 

HEREIN IS UNCLASSIFIED 

DATE 04-Q3-2QQ9 BY 60322 uc/lp/stp/f Is 


l(FBI) 

Friday Mav 12. 2DQ6 eilTPM 
(OTD)-(FBI) 


UNCLASSIFIED 

NON-RECORD 


b2 

b6 

b7C 

b7E 


m 


th^ 


Iwas ridht aga in l[ 


I like you advised and for the most part didn't hear anything different 
WRed Wolf o ccasionally would be I I 


it seems i 

response and curel 


I 


Thanks again for 


UNCLASSIFIED 



/ 





Original Message 




bl 

b2 

b6 

b7C 

b7E 
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. \ > 


From: 

Sent: 

To: 

Cc: 

Subject: 


tsi 



SECRET 

■s- 

|(QTD)(FBI) 


ALL IHFOWIATIOH CpHTAIHEr» DATE; 04-03-2009 

HEPEIH IS UffCLASSIFIED EXCEPT CLASSIFIED BY 60322 uc/lp/stp/f is 

IjJHERE SHOTJN OTHERWISE REASON: 1.4 (c) 

- DECLASSIFY OH: 04-03-2034 


](FBI) 


Friday. July 28. 2006 4:02 PM 


im 


RB 


]OTD) (FBI)! 


(FEW 


J(FBI): 


bl 

b6 

b7C 


SECRET 

RECORD 21 2A 


You are corr^t, we are 
I will let you know when I haye a oate ror mstaii. 


[ 

: 

(S) 


Original Message — 


From: 

Sen 
To: 

Cc: 

Subject: , 


m 


5fbi) 


JoTb) (FBI) 


SECRET 
RECORD 212A 


will oe tn^ 


■bl 
b2 
• b6 
b7C 
b7E 


Our partners are ordering alll 
e-mail below. ' 


Jind they 


should be in the! 


Just to be cle ar Jor eachF 


in about 


I From the referenced 
]Redwolf. 


l^edwolf. 


Let us know when you get a firm install date, and when you need us to come up and install the equipment. 
Thanks. 


i « I — --OnqinaLMessaae— - 

\ “ i From 


Sent: 

To: 

Subject: FW| 


JnoinaLM 

: |(FBI 

: * inuraiav. juivjy . 2D0B 12: 


1 7 PM 


RECORD 212A 


]0TD) (FBI) 


bl 

b2 

b6 

b7C 

b7E 


Guys, 


Here is the additional info from! 


]regarding[ 


I belleye they are hoping to get the! 


installed the week of fi but I haye hot heard a definite date. Let me know if you haye any other questions. 


— Ori ginal Message— rr 

Froni: 







17 
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OTD) (FBI 


ALL INFORBATION CODTAIHED 

HEPEIH IS UirCLASSIFIED - 

DATZ 04-03-2009 BY 60322 uc/lp/scp/f Is 


From: 

Sent: 

To: 

Cc: 

Subject: 


I |(OTD) (FB!) 

Monday. July 31'. 2006 11:19 AM 


{development 


(OTD) (FBI) 


(OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


My observation of tti 



Thanks, 


Redwolf. Perhaps we could all sit down and discuss in a round table sometime this week. 


UNCLASSIFIED 


16 




ALL INFORMATION COKTArHED. ' 
HEREIN IS' UNCLASSIFIED EXCEPT 
TOHERE SHOWN OIHERNISE 


DATE-; 04-03-2009 

CLASSIFIED BY 60322 uc/lp/scp/fls 
REASON: 1.4 ic) 



OCORCT 
RECORD 21 2A 


We will only dd 


hope to have an updated delivery date by COB today. 


-‘-Original Message--- 
From: I l (OTDUFBn 

jrtt Sent: Tuesday. August 01, 20 06 8:14 AM 

•t 2 } To: I . 


Cc: 


Subject: ReI 


I vcrm\ 


l(OTD) (FBI){ 


](OTD) 


lotD) (FBl)f 


- a conc T 

RECORD 212A 


Thanks 


□ 


From the info thal | j shared. it appears that these are notj 


which is good. 


bl 

b2 

b6 

b7C 

b7E 


b2 

b6 

b7C 

b7E 


From vour earlier conversations with me.[ 


Please give me as much heads up on when you actually expec[ 


Thanks, 


( S ) ... — Original Messaoe— 

From: | [(FBI) 

Sent: Thursday. July 27 2006 12:12^ 

To; .1 ^n-m^rFRn^ 

Subject; Fw J 

5ieRK 
RECORD 21 2A 


JOTDHFBI) 


bl 

b2 

b6 

b7C 

b7E 


Guys, 

Here is ttie add itiona l inf 
installed the week oi l I but 

:t 


\ regarding! 

1 believe they are hoping to get thJ 

1 1 

! not neara a oerinlte oate. Let me 

<now if you have any other questid 

m-. ‘ 


13 











SECRET 



15 



1(0TD) (FBI) 


ALL IHFQWIATION COHTAIMD DATE: 04-03-2009 

HEREIU' IS unclassified’ EXCEPT CLASSIFIED BY 6,0322 uc/lp/sCp/f Is 

¥HEP£ SHQIN OTHERWISE PEAS0H:'l.4 (c) 

•DECLASSIFY ON: 04-03-2034 


From: 

Sent: 

To: 

Cc: 

Subject: 


SECRET 


(SI 


Ifbi) 


Tuesday. August 01 . 2006 9:24 AM 
‘T'OTDUFBh 

rjPBI); 




]fB1) 


bl 

-b6 

b7C 


RECORD 21 2A 


I he expected delivery date for the 
to do the installation. 


1 1 ® 


1 think you should on plan on coming up the week of 

1 


(S) 


— Original Message — 

From: I I fOTP) (FBI) 

Sent: Tu^av, August 01, 20 06 8:14 AM 

To: r " IrpBn 

Cc . L 


, l Otb) (FBI)f 

fr>TT»\ ^CBT^ t- 


(OTD) {FBI)[ 


(OTD) (FBI), 


Subject: RE 

" S E CRCT 
RECORD 21 2A 


Thanks, 


From the irifo tha ^ [ shared, it appears that these are nol[ 


which is good. 


From your earlier conversat ions with me 


Please give me as much heads. up on when you actually expect 


Thanks, 


(SI 


— Ori ginal Message — 

From: | |( FBI) 

Sent TliiirsHav. Iiilv 3fl06 12:12. 
To: \ ^r>TP^ rFM^•| 

Subject: FW^ 


loTO) (FBI) 


SECRgC 
RECORD 21 2A 


bl 

b2 

b6 

b7C 

^7E 


b2 

b6 

b7C 

b7E 


Guys, 


I believe they are hoping to get th 


Here is ttie add ition al info from| Iregarding . , 

installed the week ol | [ but I have not heard a definite date. Let me know if you have any other questions. 

■I 


10 









11 















8 










(S) 




fiere. at 


thanks for cuttina me in on the email— I have a first draft readv to send off for review for a □ 




on't know how long it wtirtake DOJ/HQ to approve though-will keep you posted on 


what's happening with it. My peoplejust moved to a new office'about a mile north of their old one— not 
much difference in offices. Thanks f^"! . 

— Original Mess age — ’ 

I J (FBl) 


From: 

Sent: 

To: 

Cc: 


Subject: 


S eCR C Ti 


RECORD 


Wednesday, October 04, 2006 4:46 AM 
~tOTO^ (F Bn , 


(FBI) 


ifFenl 

IFBI): 

^ 

(FBI) 


ifFBnJ 

n(FW)i 

tFBiJ; 



UMA 

KOTD) (F8I);| 

1 



j 10TO)(FBI) . 

• 



bl 


b2 

b6 

b7C 

,b7E 


] 


Discussed a situation with the | b uys that were sent out to I ' 

I iRed Wolf system. D uring our discussions, it was mentioned that you have,| 

I "fe hat mayt^ available. ‘ 



Red Wolf if you can set it up for us. 



Let me know what you think. 


SA| 

Tech 

FBI 


Advisor 


O) 

C) 
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ALL niFOBMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 04-27-2009 BY 60322 UC LP/PLJ/LCET 


1 Document# I Description i 

# of oaaes I 

Classification 

I Source I 

1 

E-Mail dated March 23, 2005 

7 

Secret NOFORN 



2 

E-Maii dated March 23, 2005 

9 

Secret NOFORN 



3 

E-Maii dated May 9. 2005 

4 

Sensitive but Unclassified 



4 

E-Maii dated May 10, 2005 

3 

Secret, 



5 

E-Maii dated February 1, 2006 

2 

Sensitive but Unclassified 



6 

E-Mail dated February 1. 2006 

2 

Sensitive but Unclassified 



7 

E-Mait dated February 1, 2006 

2 

Sensitive but Unclassified 



8 

E-Maii dated July 27, 2006 

2 

Secret 



9 

E-Mail dated December 6, 2006 

2 

Sensitive but Unclassified 



. 10 

WordPerfect Document Training provided between 12/10/03 and 1/ 

1 

Sensitive but Unclassified 



11 

Text Document named 01 1504.txt 

1 

Sensitive but Unclassified 





J^ssage 



ALL. lUFORHATIOH CONTAIKED 
HEREIH IS UHCLA35IFIE1) EXCEPT 
WHERE SHOWN OTHERWISE 


(OTDHFBl) 


DATE: 05-:0i-2009 

CLASSIFIED BY 60322 UC LP/PLJ/LCM 
REASON: 1.4 (c) 

DECLASSIFY OH: OS-Dl-2034 


Page 1 of 7 


From: 


(CON) 


Sent: Wednesday, March 23, 2005 9:41 AM 

I ~\ im (FBI) I 

IfbuCZZ 


To: 

Cc: 


1(FBI)( 


ICSFIT 

Subject: RE:| 


]™:[ 




J(ITD) (FBI);[ 


Mml 


{ITb)(FBlj[ 


1(FBn:r 


jTirof 


SgeRgTffNOFORN 


RECORDI 


within about a half a day we can be ready to test the new configuration[ 


IWe can drive up tq 


in about an hour to get thef 


sure when the court order will be approved (which may dictate how we operate for the near future). Thanks. 


_ So, 

Late this afternoon, tomorrow, Friday, etc. are all good with me. I am not 


b2 

b6 

b7A 

b?C 

b7E 

b4 


ELSUR technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 


Investioative T 


pchnology Division (ITD) 
Desk) 

Cell) 

Fax) 


— Or iginal Message 

From; ! { (ITD) (FBI) 

Se nt! Wednesday. March 23: 2 005 8: 37 AM 

To-L 

CcJ 


Subject: RE: 


Irror 


1(con}£ 






(FBI) 


ITO| 

jrTD)(FBI) 


]{FBI)( 


3CCRET// NOFQRN 

recordI 


12/6/2006 





Message 


SE^ET 


Page 2 of 7 


□ 


To move the r.nllBr;tinn fn thfif 


Inow woiiM be fairly simple from our view, assuming you have[| 


Since the court order is not in effect yet, we could do the move and re-test^ 


We canr 


As for the long-term forwarding t d | l will assist 
friat process. 


when they wish to start 


Please let me know if you have the availablef 
and test, ■ 


Thanks. 


b2 
b6 

^and when you would like to do the move 

, b7E 

b4 


Or iginal Message 

From j ~l (CON) 


Sent: Tiiesdav. March 77 

2005 3:58 PM 





To: 


n/FBn:l 


IfFBn 



Cc: 

1 ' 




ZJ(FBI) 

|(FB1)J 

ICITD) 

1 - ^ 1 
Subject: Kt: 



] 




STCWET/f W O FORN 

record! 


□ 


Thanks for the guidance. When do you think there will be space on the 6lh floor? 


Wa pan hanrtlo th^V 


1 Until th is capabiiity exists, I recommend we use the 
I Does this sound reasonable? Thanks. 


12/6/2006 




Message 


12/6/2006 


S|g^T 


Page 3 of 7 


ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Te chnoloov Oivision flTOt 
kOesk) 

(Cell) 

(Fax) 


b2 
b6 
b7A 
b?C 
b7E 
• b4 



1 1 spoke with i I re this, We desire the[ 


believe we have the space to accommodate the system. As far asT 


lo the 8th floo r. Currently. I don't 


Thanksf 


Ori ginal Messaae- 

From:| 


](CON) 


Ser^t: Tuesday. March 22 . 2QQS 11:07 AM 


jFBI)i[ 




l(FBI); 


Subject: FW; 




□ 


Do you want (he ! 

do, However, there may be other considerations based orj^ 


I Based on the meeting last week, I assume you 
iinput. Thariks. 



Message 


12/6/2006 




Page 4 of 7 


I 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Te chnology Division (JTD) 

[(Desk) . 

:Ceil) 

:Fax) 


— OrioioaLtlessafle: 
From; 


(ITD) (FBI) 


Se nt; Monday. March 21. 2005 10:56 AM 

To: 

(Fsi'yJ 


Subject: REJ 


□(COUi 

HLe 


(pro 


•GLURLItfNnPnRN 

RECQRDi 


We have obtainecE 


In the future, based on theP 


b2 

b6 

b7A 

b7c 

b7E 

b4 


Kf-BDll 


](]TD) (FBI); 




](rro) (FBI) 


Ithe Redwolff 


After that time, when 1 am notified that af 


This will allow you to keep track of what goes where. 







Message 


12/6/2006 


T 


I hope this helps. 

If you have any questions, please feel free to contact me. 


Page 5 of 7 


[desk} 

[cel!) 


— O riginal Message — 
From;! 


](CON) 


Se nt; Friday; March 18. 2005 3:12 PM 
To^ ' 

Cc: 


ri(PBI) 

TuBject: RE:[ 


I fOgA); 


.eeeRgT//NQFORN 


RECORQ 


b2 

b6 

b7A 

b7C 

b7E 

b4 


](FBI), 


(PBi); 


Per our convers ation, plea se orovid e vour insiohton thJ* 
know, we have aP IRed Woifl 


Ta 


■S you 


TTE anks in advance for your insight. 


, T'eclir 


bLsUR Technology Management Unit (ETMU) 
Electrqrtic Surveillance Technology Section (ESTS) 
Investigative T echnology Division (ITO) 

(Desk) 

(Cell) 

(Fax) 


- —Original — 

From: 

Se nt; rrioav. Marcn m. 2 UUi> 

To: 


Cc: 
Subjecf 


(OGA) 

;2:34itL 

F 61 );L 

fCONl 


](rTD) (FBI) 







Electronic Surveillance Operations Office (EOSO) 
Electronic Surveillance Technology Section (ESTS) 



. 12 / 6/2006 




Message 


s: 
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DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign CouhterlntelHgence Investigations 

DECLASSIFICATION EXEMPHQN 1 

SEeRET /ZKlOFORN 


DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 

DECLASSIFICATION EXEMPTION 1 

SgCRen/NOFORN 


DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 

DECLASSIFICATION EXEMPTION 1 

S6eR6T//NOFORN 


DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 

DECLASSIFICATION EXEMPTION 1 

eegfigr/zNojoRN 


DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterinte lli gence Investigations 

DECLASSIFICATION EXEMPTION 1 

SEeRgR/NOFORN 


DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 

DECLASSIFICATION EXEMPTION 1 

S CCRET/ /NQFQRN 


12/6/2006 




Message 


AIL INFORHATIOW CONTAIMED 
SERIIW- IS UKCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 


Page I of 9 


}OTD) (FBI) 


From: 


(CON) 


Sent: Wednesday, March 23. 2005 4:07 PM 

To; ■ I ~1 (1TD1 (FBI). 

Cc: I _ IriTD) (FBI); 


Subject: RE[^ 


SECReTWNOPe RN 

RgCQBD j 


](FBI)f 


I(FBI): 


DATE: qS-01-2009 

CLASSIFIED BY 60322 UC LP/PLJyLCU 
PEASOH: 1.4 (c) 

DECLASSIFY ON: CS-01-2C34 


At this point, we will not be ready to test until tomorrow afternoon. 


ELSUR Technology Management Unit (ETMU) 
Electronic Survelllance Technology Section- (ESTS) 
Investtoative T eehnoloov Division (ITD) • 

(Desk) 

(Cell) 

(Fax) , 


b2 

bS 

b7A 

b7C 

b7E 

b4 


Or iginal Message—" 

From: ! I dTP) (F8I) 

Sent: Wednesday, rviarch 23, 2005 3:0S PM 


12/6/2006 





Mfissage 


Page 2 of 9 


Tod 

Ccf 


Subject: RE;| 


ISPN) 

Kn-b)(FBI) 


GLauL i i/mjnm N 


b2 

b6 

b?A 

b7C 

b?E 

b4 


RECORD 


Please give us the new ! ^ 

noon (I have a meeting to attend in the afternoon), and Friday is a bad day for me anq 


as soon as you can. We will change th^ 


^tomorrow before 


Thanks 


From^ 


■Or iginal Message- 


](CON) 


Se nt: Wednesday. M arch 23, 20 05 9:41 AM 
To : I krro)/ FBn: r 


(CON) 

Subject: RE: 




jmm-. 


iia 


(p0i)£ 


(rTD)(FBI)d 




Ino) 




7r~nrT7Nnrnnrii 

RECORC 


□ 


]Red Wolff 


]] So, within about a half a day we be ready 


Iwe can drive UP to! l in about an hour to get the 

J late this afternoon; tomorrow, Friday, etc. 


are ah good with me, ,i am not sure when the court order will be approved (which may dictate hew we operate for the near future). Thanks, 


ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (6STS) 
Invfisnaative Technology Division (ITD) 

[Desk) 

(Cell) 

(Fax) 


12/6/2006 





Message 


12/6/2006 • 


S^T 


Page 3 of 9 



□ 

To move the collection to thef 


Inow would be fairly s imple from our view, assuming you hav^ 


Since the court order is not in .effect yet, we could do the move aru^ 


„,We.£aQ 


As for the long-terni forwarding to| |i vyill assist! 
wish to start that process. 


Please let me know if you have the avaiiablel 
do the move and test. 

Thanks'. 


1^ 


OriQinal Message^ 

From: 


]{CON) 


Se nt: Tuesday. March 22. 2(X 1S 3:S8 PM 


cch 

<F6m 


wiivi 


Subject: RE 




b2 

b6 

b7A 

b7C 

b7E 

b4 


l(FBI) 

(£81); 




^hen they 


I and when you would like to 


](FBI); 


](ITD) 




Message 


s^R^r 


Page 4 of 9 



Thanks for the guidance. When do you think there will be space on the 8th floor? 


We can handle thef 


Until this ca 


pabilitj ' 


exists. I 
Does this 


recommend we use thi^ 


sound reasonable? Thanks. 


ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Investiaatitfe “t echnology Division (ITD) 

(Desk) 

(Cell) 

(Fax) 


b2 

b4 

b6 

b?A 

b7C 

b7E 


-Qrlainal Message 


Fromi 


J(FBI) 


Se nt; Tuesday. March 22. 20Q S 12:2 2 PM 


To: 

Cc: 

Subject: Kb: 




RECORD 


□ (FBIl 

J(FBI);[ 


](FBI) 


e l spoke with i I re this. We desire the ! . . j~ 

itfv I don't believe we have the space to accommodate the system. As far aa 


1t8 th9 Bth floor., 


Thanks, r I 


Or iginal Message- 

From:! 


l(CON) 




12/6/2006 



Message 



Page 5 of 9 





ELSUR Technology Management Unit (ETMU) 

• Electronic Surveillance Technology Section (ESTS) 
nvestioative.T eehnoloav Division (ITD) 

(Desk) 

(Cell) . 

(Fax) 


b2 

b4 

b6 

b7A 

b7C 

b7E 



12/6/2006 



I 



Page 6 of 9 


Message ' • 


12/6/2006 


SECRET 


In the future, based on th J* 


1the Redwolff 




After that time whten I am notified that aP 


This will allow you to keep track .of what goes where. 

I hope this helps. 

If you have any questions, please feel free to cohtact me. 


desk) 

cell] 


— Q riQinal Message — 
Fromj|_ 


](CON) 


Se nt! Friday. March 18. 200S 3:12 PM 


To: 

££1 


krroKFBi) 


SuBjecfTRP^ 


(FBI) 

loGA): 

1(>B0 


b2 

b4 

b6 

b7A 

b7C 

b7E 


(FBI); 


(FBI); 


CCQ nCTf f NQ PQWT 

RECO^ 


□ 

Per nnrivinversatton nlease orovide vour insioht on thef 
□□ As you know, we have ^^^^^Red Wolf | 



•Message 


SEMET 


Page 7 of 9 




[jmanttsi 


aavance lor your insigni. 


ELSURTechnol^ ManagementUnit (ETMU) 
Electronic Surveillance Tectindogy Section (ESTS) 
Investioative T echr>otQQy Division (ITO) 

(Desk) 

(Cen) 

(Fax) 


Q riQinal Message 

From? 


lOGA) 


Se nt; Friday, March 18. 20QS 12:34 PM 


To; 

Ccj 




SuojiS^ 




nr-nrTrfrmrnnn 


Listed ty low are th e 
I t assodated rWT 


](rTD) (FBI) 


bl 

,b2 

b4 

b6 

b"7A 

b7C 

bTE 


las Red WolffRwT 


TARGET 


(S) 



12/6/2006 











^Message • 


(OTD) (FBI) 


AIL IHFOBHATION COJITAINED 

HEREIN JS UNCLASSIFIED 

DATE 04-27r2009 BY 60322 UC LP/PUyLCP 


Page 1 of 4 


From: F 


(OTD) (FBI) 
Sent: Monday, May 09, 2005 8:45 AM 

To: 

Cc: 

Subject: RE: 


(FBI) 


](OTD> (FBI); 


SENSITIVE BUT UNCLASSIFIED 
NON.RECORD 


I was able to contact P~~^ and we did a conference call between 


(OTD) (FBI) 


b2 

b4 

b6 

b7C 

b7E 


^as been informed of the need to ordea 


understand that the normal 


iRedwolff 


^Redwolf system. 


If you have, any questions, please feel free to contact me. 


Ori ginal Message-- 

From : | | (FBI) 


12/6/2006 






^j^essage 


Se nt: Friday. April 29 . 2005 2:41 PM 
To j IrrrD^ (fb d • 

Ce: I _ I^FRT^ 


Subject: RE 


SENSITIVE BUT UNCLASSIFIgP 
NQN-RECQBD 


□ 


I is who weVe been dealing with, and his number isl 


I'm passing alt of this on now because I'll be up your way, in | 
come down next week, or whenever possible, just let me kno^ 


Page 2 of 4 


b2 

b4 

b6 

b7C 

b7E 


He can also pa yp fh(> wav to allow usf 
□ If necessary,^ 


next week, otherwise, I'll be glad to go along, but you're welcome to 


. ^Thanlj s, 


— O riginal Message-— 

From! l(rTD) CFBI) 

Se nt: Friday. April 29. 20Q S 111 30 AM 
To: | l(FBI) 

Subject: RE: | 

SENSITIVE BUT UNCLASSIFIED 
NON- REC QRO 


I'm swamped today, could. you get me their contact Ihfo so that I could talk with them next week? 


If things work o ut, there is a chance 1 will be down again next week to work on the[ 


12/6/2006 




Page 3 of 4 


J^pssage 


Thanks, 


— Or iginal Message- 


From 


□(FBI) 

se nt! Pnaav, Abril zuub l0:47 AM 
To:| I OTP) (FBI) 


b2 

b4 

b6 

b7C 

b7E 


Subjects 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Hi[ 


fm availabl e to gel back wKhI iwith vour assisiahce. Would you prefer to do an other conference call? They left with me the 

question of| | l‘m out all next week.at a class, but will be 

back on 5/a! ‘ ' • ' ' . ' " . 


Got the | ] yesterday,, -thanks. 
^Take ja re, 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


12/6/2006 • 





12 / 6/2006 













,.|^essage 


I hope this helps. 


Original Messaae- 

From:l 


](OTD) (FBI) 



(F81) 


S COraCT 


As mentioned earlier, please take a look at thej 
may alreacJy be addressing these issues. Thanks. 


CZ] 

....-Ori ginal Messaoe- 
Fromil ^ 


Se nt; Monday. May 2005 2:06 -EM 
To; | t (OTD) (FBI); 

Subject^ { 


](FBI) 


](OtD)(FBI) 




fyi 

Or iqirtal Message 

From: 


k FBD- 

Monday. Mav 09. 2005 1:34 P M. 

^(FBI) 


Cc:^ 

Subject; | | 

9C0RCT 


Wi) 


12/6/2006 





Message 


Page 3 of 3 



Hard codv is bn its wav. 


b2 

b6 



12/6/2006 ■ 


SS-5 


ALL IKFORHATIOH COHTAIKED 

herein' IS UNCLASSIFIED 

DATE 04-27-2D09 BY 60322 UC LP/PLa/LCN 


(OTP) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 


](OTD) (FBI) 


Wprtnp<gH av Fffhr^i ary 01 2006 10:29 AM 
^OTD) (FBI) 


RE 


(OTn^ rFRhf 


(OTD) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


There are 2 ruore on my lab desk, I ordered 4. You should be able to it witl:^ 

JOTO) (FBI) 

20 AM 
'OTD^ fFBh 

JOTD) (FBI) 


— Original Message 

From: | 

Sent: 

To: 

Cc: 

Subject: 


Tuesday, January 31, 2006 9 :20 AM 

l(OTD) (FBh 


J(OtD) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

b4 

b6 

b7C 

b7E 


The results of my[ 


Thanks, 


jKedwoit system. 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


1 







(OTP) (FBI) 


ALL INFOPJIATION COHTAIHED 

HEPEIW IS UMCLASSIFIED 

DATE 04-27-2009 BY 60322 UC LP/PLJ/LCIJ 


From: |~ l (OTD) (FBI) 

Sent: Wednesday, February 01, 2006 10:30 AM 

To: I l(OTD)(F Bn 

Subject: Kfc:| J 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


• Thanks f* I 

Are you keeping Warm??? 


•Original Message- 


From: 



1 (OTD) (FBI) 



To: 


[(FBI) •, 

Cc: 


l(OTD) (FBI);| 

Subject: 

^^^1 

1 , 

SENSITIVE BUT UNCLASSIFIED 


NON-RECORD 


](OTO)(FBI) 


b2 

b4 

b6 

b7C 

b7E 


There are 2 more on my lab desk, I ordered 4, You should be able to try it with[ 


"—Ori ginal Message 

From: , 

Sent: 

To; 

Cc: 

Subject 


](OTD)(FBI) 


KOTO) 

FBI) 

KQTDHFBI): 

1 




](OTD) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NONtRECORD 


The results of 


my| 



] • 




1 







2 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Its not that bad. Its about,32 and we got about 1 inch of snow last night 


— Onginal Message — 

. I K QTD1 (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Sent: 

To: 

Subject: 


01. 2006 9:30 AM 


b2 
• b4 
b6 
b7C 
b7E 


Thanks P | 

Are you keeping warm??? 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



1 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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(OTDXCON 


From; 

Sent; 

To: 

Cc: 

Subject: 


l fOTD> (FBI) 

Thursday. October 12. 2QQ6 7:37 AM 

|l: r>Tn^ (COtill 
I(OTO) (CON)L 


IfOTDVCQN 


RE: 




CLIN for REDWOLR 


Servers 


{OTD){CON)( 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


If we proceed developm ent and testing with th d l as planned, they already have a l ~ 

i There is no reason to assume this is a critical component that would delay anything to date. 

-ca 


-—Original Message- 

From; 

Sent; 

To: 

Cc: 

Subject: 


iOTD) (CON) 


Wednesday. Qrtober 11. 2006 1:52 PM 

— kQTD) (FBI) 

^_^J rOTD UCQN^f~ 
ICLIN for REDWOLfj ^ 


];0TD)(C0N)£ 


rvers 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


VOTDXCON 


b2 

b6 

b7C 

b7E 



Have we received the CLIN thatj 


importance to the development and fielding of th^ 


Jsaid w ould be delivered to us this week? This CLIN is of utmost 


[solution. 


Further delay in this delivery may jeopardize the fielding dates of th^ 
proposed) in Spring '07 


tsolution (as 


Telecom. Intercept and Collection Technology Unit(TICTU) 
Operational Technology Division (O TP) 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


All lUFORHATIOHr COHTADIED 

HEREIH IS UNCLASSIFIED 

DATE 02-0?-2009 BY 60322UCyiP/STP/gjg 






SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thnx - 

Confucius say. don't sweat the small stuff.., 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Have we received the CLIN that said w ould be delivered to us this week? This CLIN is of utmost 

importance to the development iid tieldmg of th ^ solution. 

Further delay in this delivery may jeopardize the fielding dates of the solution (as 

proposed) in Spring '07 



SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


ALL IHFOPHATION C OBTAINED 

HEFEIH IS UNCLASSIFIED 

DATE 02-09-2003 BY 60322UC/LP/STP/g3g 




From: 

Sent: 

To: 

Cc: 

Subject: 


(OTD)(CON 

I fOTD) (CON) 

Wednesday. October 1 1 , 2006 1 :52 PM 
l{Q TD\ (FBI) j— 
](OTD) (C0N| 


](OTD)(CON - 

JCLIN for REDWOLFL 


|(OTD)(COn£ 


Servers 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Have vye received the CLIN thaf 


Jaid would be delivered to us this week? This CLIN is of utmost 


importance to the development and fielding of thd 


solution. 


Further delay in this delivery may jeopardize the fielding dates of the[ 
proposed) in Spring '07 . 


solution (as 




Telecom. Intercept and Collection Technology Unit (TICTU) 
Ooerational Technology Division (OTD) 




b2 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 


ALL INFORHATION COHTAINED 

HEREIN IS UNCLASSIFIED 

DATE 02-09-2009 BY , 60322UC/LP/STP/g-j g 


1 
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DECLASSIFIED BY uc 60322 Ip/stp/sz 
ON 01-16-2009 



Well here it is - The moment that I'm sure you have all been so anxiously awaiting has arrived. It is finally time 
to implement security on our beloved Red Wolf DCS 5000 systems. In February, we received Authority To 
Operate (ATO) the DCS-5000 based on a system type accreditatio n. This ATO was based on the security 
configuration settings and policies as documented and tested on the p ystem. Now, we must field these 

settings on all DCS 5000 systems to insure that they are in compliance. The alternative to this 'type 
accreditation' would have been to document and test each individual system. Trust me - as someone who has 

1796 




b2 

b4 

b7E 


been working for close to three years to get this one done- you would not want to do that. 

As I hav e told many of you already - Some of this will not be fiin. The installation alone is challenging. It 


involves 



So how are we going to field this little treasure? A general outline of the process is laid put in the attached 
Implementation Plan - though the timetables are not date specific but based on a X+ day calendar. Actually we 
have already beaun. After develonine the confieuration settines. we develooed a set of orocedures them as 

efficiently as possible. 


Takine what we learned from these installs, we are currentlv modifvine some of the orocedures. and believe that 

we can further streamline the process. 


How will this impact the system and the users? Functionally, this should have no effect on the system. As I said, 
exhaustive testing has been performed to insure that these changes do not affect system operation. But again, the 
real world always finds a surprise for us all. For the users- here's where it will get interesting. You tell a machine 

to do something once - it does it... users take a little more.| 


For the system support personnel; You - the "Privileged Users" - you all probably know 



1797 




It 


will get better I hope. I believe. Yes, it will get better, it will get better, it will get better..., 

To help you understand the whole process - or to totally confuse and frustrate you, I am attaching some of the 
more pertinent documents from the accreditation package. Among these are the System Security Plan (SSP), 
Implementation Plan, the Privileged Users Guide and the General Users Guide. These are advance copies - and 
most likely will change. The SSP for example - we have received an errata sheet from SecD recommending 40 
changes - mostly minor changes to the.SSP. They are fond of reminding us that the SSP is a'living document ' I 
think that means they can recommend changes anytime they want to. Anyway, as changes are incorporated, we . 
will release newer versions. I will try to advise you of the relevant change's impact - so you don't have to do 
what we do — search the document and try to figure out if they were reading the proper version — I hope that 

didn't sound sarcastic.. .or ... well 

Yeah - we'll send you the updates. 

Finally, a personal? note - This Friday is my last day in TICTU. And I can just hear you all now — and you're 
right - this would be incredible - almost divine timing - to get away from this DCS 5000 security just-as it's 
getting ready to be fielded. Like winning the lottery . But the gods have chosen to be so kind that though I am 
moving to ETMU, I will continue to oversee the deployment of the DCS 5000 security configuration package. 
How can one man be so lucky? 

I'd say that I hope to hear from you all or that you should fell free to call or email if you have any questions - but 
somehow I don't think I need to say anything - something tells me that I'll be hearing from y’all - that you ALL. 
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